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Class Summary

In this class you'll learn how to use the Data Management and Model Derivative API's, 
and Webhooks to create seamless integrations with the Forge platform
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Key Learning Objectives

At the end of this class you’ll be able to:
§ Know the capabilities of the Data Management and Model Derivative API’s
§ Explain what Webhooks are and how to use them
§ Write software that integrates seamlessly with Forge
§ Know where to find more help on Forge
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Authentication
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2-legged authentication

Your app

Authentication happens here, 
transparent to end-users
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3-legged authentication

Your app

End-users access your app, which redirects them to Autodesk sign-in where they can allow 
access to their data

Callback URL (code)

getToken call
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OAuth scopes

Define which data is accessible for the token
(both 2- or 3-legged)
On 3-legged, the scope define the permissions
the end-user will need to approve on the 
consent page

IMPORTANT: if client app needs access to the
token (viewing)
You need create a token with restricted access
(e.g. read-only)
§ Malicious end-user with a write-enabled

token could
modify data directly on the account 
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OAuth scopes
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Data Management API
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Data Management API - Services

3-legged

2-legged
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BIM 360 Docs

Hubs listed just like A360 hubs
No special API needed
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Relationships

Add attachment to item version

Set reference
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Overview
API endpoints

Projects, Data & OSS endpoints, here are a few (of many):

/projects/
§ Hubs /project/v1/hubs
§ Projects /project/v1/hubs/:hub_id/projects

/data/
§ Folders /data/v1/projects/:project_id/folders/:folder_id/contents
§ Items /data/v1/projects/:project_id/items/:item_id
§ Version /data/v1/projects/:project_id/versions/:version_id

/oss/
§ Buckets /oss/v2/buckets (POST to create, GET to list)
§ Upload /oss/v2/buckets/:bucketKey/objects/:objectName
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BIM 360: Listing files
About the attributes.extension.type

Hubs
§ Enterprise (shared with me): hubs:autodesk.core:Hub
§ Personal: hubs:autodesk.a360:PersonalHub
§ BIM 360 Docs account: hubs:autodesk.bim360:Account

Projects
§ Other projects: projects:autodesk.core:Project
§ BIM 360 Docs Projects: projects:autodesk.bim360:Project

Items
§ Folders folders:autodesk.core:Folder or folders:autodesk.bim360:Folder
§ Files items:autodesk.core:File or items:autodesk.bim360:File
§ Others items:autodesk.bim360:Document

items:autodesk.bim360:ReviewDocument
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Upload a file

Tutorial: https://developer.autodesk.com/en/docs/data/v2/tutorials/upload-file/

POST projects/:project_id/items
Creates a new item (and first version)
§ data.attribute.extension.type

"items:autodesk.core:File" : "items:autodesk.bim360:File"
§ included[0].attribute.extension.type

"versions:autodesk.core:File" : "versions:autodesk.bim360:File"

POST projects/:project_id/versions
Creates a new version for an item
§ data.attribute.extension.type

"versions:autodesk.core:File" : "versions:autodesk.bim360:File"
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Create Folder

BIM 360 Team
§ POST projects/:project_id/folders

3-legged
2-legged

BIM 360 Docs
§ POST projects/:project_id/commands

3-legged
2-legged only with x-user-id (as of August/2017)
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Model Derivative API
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https://developer.autodesk.com/en/docs/model-derivative/v2/overview/
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Translation

Viewing/Data extraction: 
60+ file formats  

OBJ export: 
All formats at file level
& at component level

STEP, IGES, STL export: 
File level
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Workflow

(OSS = Object Storage Service)
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POST job

Composite models can be uploaded as a zip
§ e.g. main.iam, part1.ipt, part2.ipt >> main.zip
§ automatic reference resolution
§ input.compressedUrn = true
§ input.rootFilename = main.iam

Single files are uploaded in their own file format 
§ e.g. part1.ipt

Important: keep the extension! – needed by the 
extractor to identify the file type

• Part1.ipt > Part1.ipt (OK)
• Part1.ipt > a4c7d-e64a-85bc.ipt (OK)
• Part1.ipt > a4c7d-e64a-85bc (Wrong!)
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GET manifest, hierarchy, properties

The        items can be used by the Model Derivative API Green
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Work with Item version id

Use derivative on Item 
version id

Or drill down to the file 
on OSS
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Forge Webhooks
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Webhooks – what are they?

A callback mechanism for Web Apps
A commonly used paradigm
An application implementing Webhooks will POST a message to a URL when certain things 
happen.



Cloud Applications Supporting Webhooks
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What problems do they solve?

• Primary use case is Enterprise Integrations; 
Data  ß à Forge API ß à Other Enterprise applications like NetSuite, Oracle, Box, Zendesk 
etc.

• Plugin for the Cloud 
Extend functionality of a Product or an API

• Pipes for Cloud Applications
If this, then that

When a file is added to folder, Then send a notification (on Slack, email etc.)
When a file is added to folder, Then sync to  Google Drive/ Box
On any update to a Folder, Trigger a custom workflow (audit etc.)
* When a Supplier is created in Fusion Lifecycle, Then create a vendor in Salesforce.
* When a derivative job is finished, download thumbnail
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Forge-Webhooks API

Provide a SIMPLE platform for EXTERNAL users, 
partners, consultants to “hook” into events of 
ALL Autodesk Services

Coarse grained events, Simple (HTTP, no client library), 
Multiple & diverse subscription

It is not meant for real time connected IOT devices, 
extremely low latency , batch/stream events

* Starting with Data Management events

Exposing Forge events
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Webhook

§ A Webhook is defined by
§ An HTTP URL
§ Has an owner
§ Metadata (scope)
§ Is associated with an event

§ REST based
§ Discover events
§ Register Hooks
§ Receive callbacks

Hook APIs
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Security

§ OAuth
§ 2 Legged – Applications can create hooks
§ 3 Legged – Users can create hooks
§ 2 Legged Whitelisted – For Internal Autodesk services and high trust applications.

§ Read Access check on scope (Folder)
§ When a user/application creates a hook
§ When callback is delivered to the user

§ Prevent Callback spoofing
§ Shared secret
§ All callbacks contain x-ads-signature header
§ Value of the header is SHA-1 hash of the callback payload



Check 
$user/$app
still has Read 
access for 
Data?

Callback, if 
still has Read 
Access

ACM

Data
Management

Register 
callback e.g. 
item added in 
$project

Data Management Security
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SLA

§ Working on formal SLA

§ Delivery Guarantees
§ At least once
§ Ordering is not guaranteed

§ Responsibility of Callback URLs
§ Callback URLs have fixed time window in which to respond (~10 secs)

§ Best Practice – Return 202 and process asynchronously
§ 3 Retries done , 15 minutes apart
§ Final retry 24 hours later
§ If none succeed, we will disable the Webhook

§ Latency
§ HTTP Latency: Ideally suited to coarse grained events. 



© Autodesk, Inc. 2017

Building a Serverless changelog with Webhooks

§ API to allow an application to register folder/projects to record changes
§ This in turn should register the folder to Webhook Service
§ Watch API 

§ API to Receive callbacks from Webhooks Service
§ Get a callback à Add a Record

§ API to query the changes
§ List of events == List of changes !!

https://console.aws.amazon.com/apigateway/home?region=us-east-1#/apis
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Building a Serverless changelog with Webhooks

https://console.aws.amazon.com/apigateway/home?region=us-east-
1#/apis
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Explore the Service

§ Private Beta

§ Documentation
§ https://developer.autodesk.com/en/docs/webhooks/v1

§ External Consumers
§ Need to whitelist Client-ID of their apps
§ Provide ClientId of application to us via beta-support email

§ Beta support email
§ forge.webhooks.beta.appsupport@autodesk.com
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Notifier Sample

https://bim360notifier.herokuapp.com/
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Resources – Forge

Forge
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Resources – Forge

Forge
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Resources – Forge

Forge
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