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Class summary

Whether you're planning your first installation or maintaining a global replicated
network, this class will walk you through the implementation, configuration,
maintenance, and migration of your Vault software implementation. Learn how to
properly plan for the growth of your deployment and how to maintain your Vault
software to match the evolving needs of your business. As your system grows
over time, you will need to migrate from version to version of the product as well
as of the SQL and the operating system. Class topics will include capacity
planning, disaster recovery, system monitoring, and SQL optimization. Learn
from the experts to ensure your Vault software success.
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Key learning objectives

At the end of this class, you will be able to:
= Learn how to successfully implement Vault the first time

= Learn tips and tricks from the experts, from basic to advanced
configurations

= Learn how to properly maintain your Vault infrastructure to ensure stability
and optimize performance

= Learn how to plan and execute a successful migration
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Vault Product Line

V' | VAULT BAsic 2016
= Vault Basic VW | Calir workcronEoic
= Vault Workgroup e
AUTODESK
=« Vault Professional - V| VAULT PROFESSIONAL 2016
= Vault Office e Vot
A
=
*
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Vault Feature Comparison

Autodesk® Vault

Feature

Autodesk CAD Integration

Basic

Autodesk® Vault
Workgroup

pN

Autodesk® Vault
Professional

DN

File Management Tools

Single Workgroup

Fast Searching

Data Reuse Tools

SN NS

File Revision Control and Lifecycles

Automatic File Naming

Access for Non-CAD Users

File and Folder Security

Reporting

Server Based DWF Publishing

SIS SIS ISNISNISNIN80

Multi-Site Replication

‘Query, View, and Print" Web Client

Custom Objects

Bill of Material Management

Engineering Change
Management

Coexist with Enterprise Business Systems

3 Party CAD Integrations

Vault Office Compatible
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Vault 2016 Application Integrations
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AutoCAD Products Digital Prototyping Products *+ Autodesk Moldflow (Advisor, ~BIM Products 3rd Party Products

- AutoCAD - AutoCAD MEP - Alias Automotive, Design, Synergy) * AutoCAD Civil 3D * SolidWorks**

< AutoCAD LT* * AutoCAD Map 3D Surface * Autodesk Navisworks *  Pro Engineer**

* AutoCAD Mechanical ~ + AutoCAD Plant3D - Autodesk Inventor, Media & Entertainment Simulate, Manage * Microsoft Office

» AutoCAD Electrical » AutoCAD AUD Professional, Publisher Products *  Revit Architecture™* * Microsoft Outlook

*  AutoCAD Architecture * Inventor LT*.k | . Autodesk 3DS Max . Rev?t MEP** y 8 M?crosoft.Shi\:ePoint**
*  AutoCAD P&ID * Autodesk Simulation . Autodesk 3DS Max Design * Revit Structure * MicroStation
Mechanical, Mechanical WS,
Multiphysics * - Vault Workgroup and Professional

- Vault Professional only
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Vault 2016 System Requirements

Server

= Windows Server 2012 & 2012 R2

= Microsoft SQL Server 2012 & 2014
= Window 7 & 8.1 (Vault Basic Only)

Not supported:
= Retired - Server 2008 or 2008 R2
= Retired - SQL 2008 R2
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Basic Vault Configuration

= One physical server with all Vault components
= Multiple clients connected to share and store files

\

o Y . - i
nnmﬁz—" ) = SQL Database
1) 1)
1) = ) =" ﬁ

1) =

Web Server

(15) _—

‘ |
File Store J
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Vault server topologies

= Single Site — A location where the Vault server software is installed
= Workgroup — Sites connecting to the same SQL database

/ Workgroup \
/ Site \ / Site \
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Vault server topologies

Connected Workgroups (Replication)

= Multiple SQL databases — 1 Publisher, 1 to many subscribers
= Publisher — the first SQL server configured

= Subscriber — SQL servers replicating to the Publisher

/ Workgroup \ Workgroup \

/Site/Subscriber\ / ~ Site/Publisher
a= \i
1
| 0 1
-
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Vault server topologies

Autodesk Vault Filestore Server (AVFS)

= One main site with the Vault Server, SQL & File Store
= Remote locations with File Server

Workgroup
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Planning your Server Configuration

* Plan ahead for growth

= |BM sizing guide available for guidance
= Can be virtual, physical or cloud.

!}’( AUTODESK UNIVERSITY 2015

-------
--------

i ?‘
N —
1
1) ———

Database Server
(SQL Server)

-------
--------

i ?‘
N —
1
1) ———

Application Server
(ADMS and IIS)

.......
--------

Illllllﬁ '
M
|
1) "

00000000000
0000000000
80908886890
00000000000
.9 00 6606°0 000
00000000000
oooooooooooo

00000
oooooo
ooooo
oooooo
00000
oooooo
00000

File Server
(Raid, NAS, SAN)

{\ AUTODESK.



Where I1s the Metadata?

Microsoft SQL Server — Single Site
= KnowledgeVaultMaster

= Users

= Directory 2

= Configurations 5
= Vault databases

= Metadata/Properties
= File references

= |tems/BOMS
=  Content libraries

Microsoft
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Where Is the Metadata®?

Microsoft SQL Server — Connected

Workgroup

= KnowledgeVaultMaster

= Vault database

= Distributor 5

= Ms_merge tables
= Master database
= Msdb database

Microsoft
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Where are the files?

= Vault Filestore
= Contains all files
= All versions
= 1 for each Vault
= Files in native format

= Renamed for organization

'/k AUTODESK UNIVERSITY 2015

@-U-vl v Computer » Local Disk (C:) » Vault_Filestore » DemoVault » 000 » 000 »

Organize = Include in library =

Perflogs
Program Files
Program Files (xB6)
ProgramData
3. Recovery
. System Volume Information
TEMP
Users
Vault Workspace
Vault_Backup
Vault_Filestore
DemoVault
_uploads
000
000
000
000
000
Windows
% Shared Folders (\\wmware-host) (Z

1 item

T | +? | | E-Z_T#f,- :::
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Pre-Install SQL
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Pre Install SQL Server

Best Practice

= Always use an instance named AUTODESKVAULT

= Do not install other database applications into the AutodeskVault instance Contact a
Microsoft Licensing Specialist regarding SQL licensing questions

= Do not connect directly to the database with other programs

= Do not modify settings unless directed by the Advanced Configuration Guide or Autodesk
Product Support
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Advanced Configuration Guide

= 2014 Guide Is the latest

= Use for new Installations and
upgrades

= Use for pre-install and
migrations

! Q/k AUTODESK UNIVERSITY 2015

Instance Configuration

Specify the name and instance ID for the SQL Server instance,

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Default instance

@ Mamed instance; AutodeskVault

Instance ICx AutodeskVault

Instance root directory:  C:\Program Files\Microsoft SQL Server\

SQL Server directory: C:\Program Files\Microsoft SQL Server\M55QL10.AutodeskVault

Installed instances:

Instance Features Edition Version Instance ID

< Back Mext > Cancel Help
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Multiple Drives

* Increase performance by
splitting up /O request

Vault Server C\ D:\ Ex\
............... = -0S - Vault Data - File Store
TH™ - SQL Server File
111 - TempDB
U™ G
U™ G
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Splitting Database Files

= Split MDF & LDF files
= Performance for I/O

requ est
Vault Server C:\ D:\ E:\ F:\
e, o -0S - Vault Data - Vault Log - File Store
L™ - SQL Server File File
™ - TempDB
L™ G
U™ G

M AUTODESK UNIVERSITY 2015 A AUTODESK.



Multiple TempDB Data Files

= Used for temporary
transactions

= One file by default

* One file per CPU core

!}/’( AUTODESK UNIVERSITY 2015

............... ] I
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4 MDF files

1 LDF
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Pre-Install IS
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IS configuration

= Manually add IIS

= Use the documented
configuration

= Can also be used to veri
post Installation

*script in the handout

'2/!& AUTODESK UNIVERSITY 2015

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check
box. & filled box means that only part of the feature is turned on.

Internet Information Services
FTP Publishing Service
Web Managerment Tools

¥
=) (I
= |

e

=) (I
= |

o

os 6 Management Compatibility

os &6 Management Conscle

Os & Scripting Tools

os & Wl Compatibility

o5 Metabase and OIS & configuration compatibility

IOs Management Conscle
OIS Management Scripts and Tools
05 Management Service

World Wide Web Services

o

g«

o & &

Application Development Features

.MET Extensibility
ASP

ASP.MNET

CGI

ISAPI Extensions
ISAPI Filters
Server-5Side Includes

Common Hittp Features

Drefault D'ocurment
Directorny Browsing
HTTP Errors

HTTPF Redirection
Static Content

Health and Dhagnostics

Custorm Logging
HTTP Loegging
Logging Tools
QODBC Lagging
Request Monitor
Tracing

Performance Features

Http Compression Dynamic
Static Content Compression

Security

Basic Authentication

Client Certificate Mapping Authentication
Digest Authentication

Os Client Certificate Mapping Authentication
IP Security

Request Filtering

URL Authorization

Windows Authentication

m
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Replication
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Terminology

= Publisher — the first SQL server configured
= Subscriber — SQL servers replicating to the Publisher

/ Workgroup \ / Workgroup \
/ Site/Subscriber \ / Site \ / Site/Publisher \

B | A e B = -

............... v}

) | 1) e | il o | 1) i |
- ) e | — 1) e |

10011 = | : 111 e | I

1) e | 1101 = | e——— :::::”‘?ﬁ|

1111111 = | '"""-i‘_' '

S P—
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Recommendations

= Servers should be Iin the same domain or two-way
trusted domains.

= Servers should be assigned static IP address.

* Use 1 domain user account for replication and
snapshot access.
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Replication Requirements

= A shared folder on the Publisher where replication
snapshots are stored and shared for remote SQL
servers.

= A Windows account on the Publisher that has
Read/Write permissions to the snapshot share.

{\ AUTODESK.



Replication Requirements

= Server participating in the replication environment must
be able to resolve remote servers by NetBIOS name.

= SQL and http ports need to be open In firewalls for
communication between servers.

= HTTP protocol — TCP port 80 by default.
= SQL Browser Service — UDP port 1434.
= SQL Server — TCP (dynamic port).

'/‘: AUTODESK UNIVERSITY 2015 {\ AUTODESK.



Configuration
XML

AAAAAAAAAA



Vault Configuration Files

= (Create a Vault with
configuration File

= Pre-defined Properties,
lifecycles & categories

!)/'g AUTODESK UNIVERSITY 2015

Y Create Vault

ey Wault Mame: Wault

®) Default File Store Location

ChProgramDatatAutodeskiaultServeriFile StaretVault

() Select File Store Location

Wault Confiquration

Use Configuration

Configuration: Manufacturing

Building
Configuration Path:  |nfrastructure

Ok

Help
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Vault Configuration

= Building — Creates a vault with inherent properties for
Architectural, Engineering, and Construction (AEC) design
workflows.

= |nfrastructure — Creates a vault with inherent properties for
Engineering, Natural Resources, and Infrastructure (ENI)
design workflows.

= Manufacturing — Creates a vault with inherent properties for
Manufacturing (MFG) design workflows.

= Custom — Use a custom configuration file. Imported from a
different Vault
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Configuring IS App Pools

@, | 2 v mcooiazer v application Pools

= Limit 1X Application t0 1X e

Q- |2 |8 UJ" Application Pools
o @_EI Start Page . ) _ o o ) .
A p p P O O I E|*’j D091 4347 (UKPHCIRRECI190) This page Iet_s vl vigw and manage the Ilgt u:uI_“ application pools on the server, Application pools are associaked wikh warker pr
A o and provide isolation among different applications,
e Application Pools
[+ @] Sikes Filter: - Go = \gq Show Al | Group byt Mo Grouping -
Mame = | Stakus | MET Frame. .. | Managed Pipeli. .. | Identity Applications
,QEP.SP.NET w0 Started w0 Inteqrated applicationPoollden... | O
Q‘ASP.NET wa.0 Classic Started w0 Classic ApplicationPoollden... | O
,j‘ AutodeskDMPool Started w0 Integrated ApplicationPoolIden... | 1
,j‘ AutodeskFsPool Started w0 Integrated ApplicationPoollden... | 1
- ,=:"' AutodeskTCPool Started w40 Integrated ApplicationPoollden... | 1
. re at e a n r e — aS S I n aS ,é:'ﬂ.utodeskw:abclient Started w0 Inteqrated ApplicationPoollden... | 1
C ,;?Classic MET AppPool Started w20 Classic ApplicationPoollden,., | 0
J DefaultappPool Skarted w40 Integrated ApplicationPoollden... | 1

nheeded

UJ‘ Applications

X

This page lets vou view and manage the list of applications, Applications contain content and code,

Filter: » G0 v g Show Al | Group by Mo Grouping v

Wirtual Path = | Phresical Path | Site |] fipplication Pool

_E!\'E,l' AutodeskDM Services C:\Program Files\dutodesklADMS Professi,,.  Default Web Site fukodeskDMPoal (w4, 0)
f_;f' fAutodeskDMServices|Filestore  C:\Program Files\Autodesli ADMS Professi,.,  Default wWeb Site fukodeskFaPool (w40}
E_ﬂ tAutodeskDM iwebclient C:\Program FilestAutodeskiADMS Professi,.. Default Web Site | AutodeskWebClient (4.0}
E’ [AutodeskTC C:\Program Files\sutodeskiWault Thin Clie...  Default Web Site | AutodeskTCPool (w4.0)
E_;' Roat Application %oy stemDrivedsinetpublwanar oot Default Web Sike DefaulkdppPaool {v4.0)

m AUTODESK UNIVERSITY 2015 :\ AUTODESK.



App Pool Recycling

= Set the App Pool to
recycle at regular
Intervals

= Happens automatically so
only adjust if needed

= Frees memory

'2/!'& AUTODESK UNIVERSITY 2015

_— T =
File  View Help

Connections

-

a -85 FARCNUZ103HGS (ADS\rankinr)

i[5} Application Pools
4-[@| Sites (ﬂj

- &0 Default Web Site

Fied Intervals

UJ‘ Application Pools

This page lets you view and manage the list of application pools on the server.
Application pools are associated with worker processes, contain one or more
applications, and provide isolation among different applications.

Filter: - Go - \ggShow All | Group by: -
Mame : Status MET Fram... Managed Pipeline M
q;' ASP.MET wd.0 Started w0 Integrated

L5 ASP.NET w40 Classic Started 4.0 Classic
;’AutudeskDMPDDI Started w0 Integrated

q;' AutodeskFSPool Started w0 Integrated
;’AutodeskTCF'onl Started w0 Integrated

L2} Classic .NET AppPool Started w40 Classic

L2} DefaultAppPool Started 4.0 Integrated

Regular time intervals (in minutes):

Fixed number of requests:

| Specific time(s):
0&:00,18:00

Exarnple: 20:00,00:00

Memory Based Maximums

Wirtual memory usage (in KB):

Private memory usage (in KB):

Application Pool Tasks

|
Edit Application Pool
A :-":i;:f@g:-
XK Remove
ﬂ. H
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SSL Configuration

= Secure Socket Layer (SSL) Certificate can be used to
secure the connection

& [ rorrros. ml
1) = |

‘ 1) = | \
% ) = | L
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SQL Performance
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SQL Configuration

SQL Performance
=  Tempdb files

Tempdb files to equal half of the total
processors on the server not to exceed 8

(eight)
Tempdb 512 or 1024 mb each

Templog needs to be the sum value of all

tempdb files
Autogrowth 100mb (min)

= Other Settings

!)/lg AUTODESK UNIVERSITY 2015

Max Degree of Parallelism

Setto 0

SQL Max Server Memory

Set to 50-80% the total available RAM of the
server

. Database Properties - tempdb

Object Explorer > 1 x
Connect~ 3 3 m (2] .5 Sele
G |
B8 VWALITODESKYALILT (SCL Ser = F_F”e'a
= [ Databases = ?es
= [ System Databases 2 Filegroups

M

[+ [ [+

;g Script - U Help

| AutodeskReplication & Options .
| master %% Change Tracking

| ) model A Parmissions
| msdb &' Extended Properties
1

Mew Query

Tasks 3

Palicies 3

Facets

Start Powershel

Reports 3

Refresh

Object Explorer >~ o x
Commect~ %5 41 m 7 2] L5
E g4 MALTODESKMALILT (SQL Ser

Database name: Itempdb

Owner: Isa
V| Use fulltest indeving

Database files:

Logical Mame | File Type | Filegraup

| Initial Size (ME] | Autogrowth / Maxzize

tempdey Rows ... FRIMARY
templog Log Mot Applicable
tempdey2 Rows ... FRIMARY

512 By 10 ME. Urlimited
w100 MEB, Unlimited
512 By 100 ME, Unlimited

operties - DDESKVAULT M=l E]

4 General
=| 4 Memar

5 Processors
& Secuiy

% Connestions
 Database Setings

2 Pemissions

HEHEH

FEEPELE

Server
ECS-BD4DBACIAUTODESKWAL

Cormection:
ECS5-BD4DBEC A dministrator

2 4l |

=L
_M' 5 Seipt - [ Help
=

E

Enabls Contained Databases

El FILESTREAM
FILESTREAM focess Level
FILESTREAM Share Mame

El Miscellaneous

Allow Triggers ta Fire Dthers

Blocked Process Threshold

Cursor Threshold

Defaul Ful-Text Language

Defaul Language

Full-Text Upgrade Option

Ma: Text Feplication Size

Dptimize for Ad hoe Workloads

Scan for Starup Pracs

Two Digit ear Cutoff

Network

Network Packet Size

Remate Login Timeout

Parallelism

Cost Thieshald for Paralleism

Lacks

Max Degree of Paralielism

Cuery Wait

n}

m

False

Disabled
AUTODESKVALILT

True
0

-1

1033
English
Rebuild
65536
True
True
2043

" Changethisto 0
= (ZERO)

iject Explorer

Biec- 3/ 2= 73

> 0 x

12 General
E |5 R
& Processors
12 Security

% Connections

S e opnscting coonartias

) j‘ Database Settings
| Advanced
4 24 Permissions
5{

ijt

=

0 F BB

P EPE

10 VWALTODESKYALLT (SOL Ser

VAUTODESKYALLT

;g Scrpt - Lj Help

N

Setto <80%
System RAM

.
. aE ar
QAITILITT SEMVET Mad?or \y

o =

I aximum serve oy [in MB]:

[2127483607 =

| ME
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SQL Configuration

SQL Replication
- Replication Monitor
. Monitor will typically look like this.

. Exceptions in a healthy state are when SQL
transactions are occurring in a high latency
environment, you may see an error.

= Allow it time to clear

. Check again
= |f error, you have 14 days from initial error before data is
no longer able to replicate

= This means item, change order data and files may
be lost from affected subscribers

= Increase retention period

= From publisher, subscribers and failed subscriber,
3'd party backup ADMS

= Get all new data to local user workspace checked in
by local users since replication failure

!/lg AUTODESK UNIVERSITY 2015

/

L ":"l'““'a'?| Launch Replication Manitar
[ Mana _
3 Integr zenerate Scripks,,.,
.ﬁ) a0l S Ipdate Replication Passwords. ..
S
[ Datat Mew }
1 Secur
Reports 3
[ Serve 2
=1 [ Replic Refresh
L Lo aomcasion s
= [ Local Subscriptions
(2] [KnowledgevaulkMaster] - [ECS
8= [y Productionyault] - [ECS-E

¥ Replication Monitor
File Action Go  Help

Publisher Properties. ..
Distributor Propetties. ..

Disable Publishing and Distributi Right Click

EI---f:e FHeplication Manitor
EI._d by Publishers

=g AU TODESKYA
9 [KnowledgeV aultt aster]: ADI
5 [ _Productiontaultl; ADM: | Status Publication
LK [Knowledg..
AL S Prod...

Fublications | Subscription # atch List
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Database Optimization

Logical Name

KnowledgeVaultMaster
KnowledgeVaultMaster_log
<Vault >

<Vault>_log

<Custom_Library>
<Custom_Library>_log

<Standard_Library>

<Standard_Library>_log

Note: A blank cell in the above table indicates that the default setting should not be changed.
Grey cells, indicate default values and should be set to the above if they are different

!}/! AUTODESK UNIVERSITY 2015

Initial Size (MB) Autogrowth

500

By 1T0MB, unrestricted growth

By 10 percent, unrestricted growth
By 100MB, unrestricted growth

By 10 percent, unrestricted growth
By 25 MB, unrestricted growth

By 10 percent, unrestricted growth
By 25 MB, unrestricted growth

By 10 percent, unrestricted growth
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Server Tasks

SRS I CAYE T Eile) B Compares database metadata against the file store to determine if all of the files in the database exist in the
file store.

SIERS NG o [T o]y Copies files that exist on one site's file store to another site's file store where the specific files do not exist.
\OERTETTI SO EEHGLEINO LA This process is scheduled by the user.

File Store Cleanup The file store cleanup process compares each file store against the SQL database and removes files which
\GERETIAZGIEEICLEIN LA have been deleted from the data management environment.

Update Statistics Runs Update Statistics on the SQL database. This process improves query performance, which in turn
improves vault performance.

ECO Email Sends email notifications that have been saved in a queue. Automatic Email notifications must be enabled.

Notification
Note: Vault Professional Only

ERP Packaging Communicates with an existing ERP system. ERP Integration must be enabled.
Note: Vault Professional Only

e o I g AT R T [ To W Extracts properties from a bulk of files and updates the database with the new information. This operation
can be started and stopped by the user. If the operation is stopped and restarted later, it will start with the
last file processed.

Search Indexing Takes properties from the database into the indexer for the first time. This indexing yields faster results
when the user searches the database on specific properties.
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Server Tasks

Content Indexing Extracts the full text contents from existing files in the vault, allowing full content searching. This process
Service only runs if full-content searching is enabled.

Search Index Updates the indexing engine which helps return search results quickly. When the process is running, the
Optimization indexer is locked. This process runs during off hours to prevent user down time.

Content Indexing Adds newly created and updated content to the vault server's search index. This process runs every twenty
Service Update minutes once full content searching is enabled.

Item Lock Cleanup When the vault server and the SQL server perform different actions on the database, it will apply locks to
WERVETTIE S EEEGLEIN LA prevent data collision.

ADMS Console, select Tools > View Server Tasks
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Paging Size

= Controls the number of rows
of data displayed per page.

* Improve server and client
performance

2/& AUTODESK UNIVERSITY 2015

1 Global Settings £ |
o Security | Advanced Setting
Settings
§_| A d figurat tting Setting
1ta
Ernail
E Ernail configuration Email...
Paging
lad — Page s figurat Paging
Perforrnance Threshold
: Y Paging -

Page Size: 100

Walid range is 25-1000, Setting a smaller page size will improve server performance,

Ok

Help

|| Enable compatibility with SSL

Close

Help
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Performance Thresholds

Y Global Settings X

Security | Advanced Settings

settings

~+

—_ Acvanced confiquration settings

= Warns user when working -
On Iarge quantlty Of flIeS v Performance Thresholds =

General File Processing

A WPARMING will be displayed to the user if the number of files to be processed is
. I I l a e r I l l I I I l e r greater than this value,

1 Mumber of files: 1000

u
I I I ‘ re aS e S S e rve r An ERROR will be displayed if the number of files to be processed is greater than
this walue, the userwill not be able to procesd,

Settings...

oom

Lo

nl

Murnber of files: 5000 -

Warkspace Synchronization

S WARMIMNG will be displayed to the user if the number of files found is greater than
this walue,

Murnber of Files: 3000 -

OF: Cancel Help

Clase Help
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Properties
And Indexing

AAAAAAAAAA



Types of Indexing

* Property File Re-Indexing
= Search Indexes

* Full Content Indexing
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Property File Re-Index

When

= A Read Mapping has been
added/modified to an existing UDP =

; '. Changes have been made to the property which may require a
¥ Re-Index.
The Re-Index can be performed using the command Re-Index File

= A property with Read Mappings has T o

been re-enabled

These property changes queue a

property Compliance check
= number of files can become non-
compliant
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Property File Re-Index

Executed from within ADMS Console

What It Does

Re-applies the Read Mappings and
updates the UDP values for each file
= Updates existing versions of the files

ment Serve: R2 o 5 e S
: File Tools Actions Help _
=
earch Help H
NOV4C
= B3 Vault @ Vault
i3]
@ va  Detach. | OnNOVACZ1380RPN
D Libra
= EJ Man
= @ Work| | Move Database...
=@ FileS| | MoveFileStore.. | Created Date 8/3/2
Purge Files...
[tems.. .
eeeeeeeee dmini
Re-Index File Properties..
aaaaaaaaaaaaaaaaaa
\Documents and Settings \AIl Users \Application Data \Autodesk \VaultSe v
Content Indexing Service...
Export Configuration... 52.5
Import Configuration...
eeeeeeeeeeeeeeeeeeeeeeeee 00 KB / M
eeeeeeeeeeeeeeeeeee 1/ 18
10
Average Number of Versions
Content Indexing Service Disabled
gmentation ~ Defragmentation Recommended
@ Adm

= UDPs will be become property

compliant

= Search indexes built for the property

values

A Property File Re-Index does not
add newly created UDPs

X AUTODESK UNIVERSITY 2015

¥ Re-Index File Properties - Vault

@ Re-Index latest versions only
Re-Index latest and released versions only
Re-Index all files

Filters

File Extension:

Provider:
Date: Start Date ¥ | - |End Date 7
# files will be re-indexed. | Calculate ‘
Click the Status button for information on
the last session of Re-Index.
| == | QK ] ‘ Cancel ‘ | Help ‘
/\ AUTODESK.



Search Indexes

* Properties extracted from the

database A
* Faster searching in Vault
= Token searches <> i
—_—
S———

N E > v
Database Lucene
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Rebuild Search Indexes

= Not the same as
Rebuild Property
Indexes

= Maintenance ran
automatically

= Run per site basis

!)/IQ AUTODESK UNIVERSITY 2015

-

Y Autodesk Data Management Server Console 2015 R2

-

==y X

! File

Tools | Actions Help

Backup and Restore...

Detach Master Vault
Delete Master Vault
Move Master Vault...
Index Block Attributes...

;. Search Help 7] j

Rebuild All Search Indexes

View Server Tasks...
Scheduled Backup...

Administration...

@ Vault

On NOV4CZ1380RPN

Created Date

Created By

File Store

Database Size

File Store Size

MNumber of Files in Store
Largest Version

Average Number of Versions

Content Indexing Service

Database Fragmentation

8/3/2009

Administrator

CA\Documents and Settings\All Users\Application Data\Autodesk\VaultServ

251.25 MB

0 bytes / 26,46 MB

0/180

10

191

Disabled

Defragmentation Not Recommended

T

[i| Administrator
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Content Indexing

-

Y Autodesk Data Management Server Console 2015 R2 = | E S
= Extracts the full text
i Search Help 7]
= [E NOVACZ1380RPN
- 7 Vaults @ Vault
O e S rO @ va Detach... On NOV4CZ1380RFPN
1 Libra

4 F] Mana Delete...

+ (@ Work Move Database...

5 @ File S| 1 Move File Store.. Created Date 8/3/2009

existing files o

Re-Index File Properties...

Defragment Database
. e O l I C e n e File Store CA\Documents and Settings\All Users\Application Data\Autodesk\VaultServ

Content Indexing Service...

Export Configuration.. Database Siz ﬂ[untent Indexing Service |

The Content Indexing Serwvice will extract and index textual file

Import Configuration...
. ) _ conkent Far known File types; this will provide greater searching
Vault Enabled File Store Siz capabilities.

Enable the Content Indexing Service
Mumber of Fi | ™ Yes, enable the Content Indexing Service

Created By Administrator

" Mo, disable the Content Indexing Service

(] 4 I Cancel Help

Largest Versi

Average Nun

Content Indexing Service Disabled

Database Fragmentation Defragmentation Not Recommended

[i| Administrator
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SQL Maintenance Plan

* Create a SQL Maintenance Plan (Advanced

Configuration Guide)

= Keeps the database healthy
= Shrinks the database
= Reorganizes and rebuilds indexes
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SQL Maintenance Plan

* Performed inside of SQL Management Studio

= Recovery Model set to Simple

= Compatibility Level set to SQL 2012 for Vault 2016
= Also with SQL 2014
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Monitoring
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Bullt-in windows apps

Event viewer

= Configure to send emall
alerts on errors

Performance monitor

= Monitor system performance
= CPU usage
= Mem usage
= Disk capacity
= View trends over time

!)/IQ AUTODESK UNIVERSITY 2015

-
‘A Computer Management

I File Action View Help

«=|7EHE

A Computer Management (Local
4 ]]’j Systern Tools
, @ Task Scheduler
a [4] Event Viewer
7 Custom Views
4 | Windows Logs
5| Application
'.—| Security
=] Setup
'.—| Systern
=| Forwarded Event
4 Applications and Se
'.—| DFS Replication
5| Hardware Events
'.—| Internet Explorer
5 Key Managemer
'.—| Media Center
| Microsoft
5| Microsoft Office
'.—| Microsoft Office
ks Subscriptions
- ga| Shared Folders
. i Local Users and Groups
. @ Reliability and Performz
i Device Manager

a =5 Storage
; ﬁ Removable Storage
= Disk Management
Ml © =4 Services and Applications

4 1 I

Date and Time Source EventID Task Category
28/05/2007 23:04:33  Qutlook 32 MNone
28/05/2007 23:04:33  Outlook 32 MNone
28/05/2007 21:41:28  LoadPerf 1000 Mone
28/05/2007 21:41:27  LoadPerf 1001 Mone
28/05/2007 21:29:53  Windows Error Repor... 1001 MNone
(155 Arnlicatinn

28/05/2007 2 Event Properties General

| Information 28/05/2007 2 ttach Task To This Evend,.. 103 General

I Information 28/05/2007 1 %py v | 102 General

s e = i 4 L

— Save Selected Events...
Event 1000, Application Error
Refresh

General
Help 3

Faulting application Explorer.ex& Version 6.0 : L YiFE starmp 9b091, faulting
ntdll.dll, version 6.0,6000.16386, time stamp (x4549bdc9, exception code Oxc0000005, fault offs
(00062086, process id (3298, application start time 0x01c79909a825c10.

Log Name: Application

Source: Application Errar Logged: 28/05/2007 21:20:55
Event ID: 1000 Task Category: (100}

Level: Error Keywords: Classic

User: M/A Computer: Helios

OpCode:

More Information:  Event Log Online Help

\I

App

4

T
B

&
(&

-

L

?)

-

RE|

(&

=

?)

Actions

lication
Open Saved Log..

Create Custormn View...

Import Custom Yiew...

Clear Log...

Filter Current Log...
Properties

Find...

Save Events As...
View

Refresh

Help

Event 1000, Application Error

Event Properties

Attach Task To This Ev...

Copy

Save Selected Events...
Refresh

Help

Attaches task to the selected event
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Buillt-in windows notifications

= Event Based notifications
= Job Processor
= Modify config file
= Attach task to Event
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3'd Party tools

= Nagios

= PRTG

= HP SIM

= SCOM/MOM
= App Dynamics
= Splunk

!)/IQ AUTODESK UNIVERSITY 2015

4

Microsoft’

System Center
Operations Manager

Spl un k >

.

AppDynamics

MONITORED BY

PRTG
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Splunk for monitoring Vault

M AUTODESK UNIVERSITY 2015

Logfiles Configurations

Windows

= Heqgistry

= BEvent logs
= File system
= sysinternals

-

Liruoe MW nix

- Configurations
« syslog

« File system

= p5, iostat, top

Virtualization
= Hyperwisor

= Gusest O5

= LT ApPs

! ”~
Messages Traps & Alerts Metrics

Applications

= Web kogs

+ Logd), IMS, JMX
= HET events

« Code and scripts

Pny

-
Scripts Changes Tickets

Databases Metwaorking

= Configurations - Configurations

« Audtfquery logs = syslog

+ Tables = SHNMP

= Schermas = netflow
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Dashboard View

splunk App: Autodesk Vault

splunk>  App: Autodesk Vaul
Search Pivot Reports Alertg Dashboards

Autodesk Vault | Seach  Pvot  Repons  Alens Autodesk Vault
Systems Dashboard

Edit v MoreInfo v S ”S Dashboard

Edit v More Info v s £.3
; a . IS service status <Imego
CPU Metrics (last 24 hours) <Imego Memory Metrics (last 24 hours) «Imago
host DisplayName Started StartMode State Status
host sparkline Average % Processor Time host sparkiine Average % Commited Bytes In Use Peak
SPLUNKVAULTY World Wide Web Publishing Service true Auto Running OK
SPLUNKAVF 2214070 87 87874791538706 SPLUNKAVFS) 25778741 32.178927325489056
SPLUNKVAULT2 World Wide Web Publishing Service rue Auto Running OK
! went 205164 7 8997005742 > SQLY 24 462724 24 8896 203833 ;
SPLUNKSQLY 2951642 5789979057422 SPLUNKSQL 24 462724 24 889625566203833 SPLUNKAVFS! World Wide Web Publishing Service true Auto Running oK
SPLUNKSQL2 2103140 610955144 443000 SPLUNKSQL2 25904124 26.388655755905571
SPLUNKVAULTY 2834930 95.4545525068761 1200000 SPLUNKVAULTY 38411794 38 96126621 5717984
SPLUNKVAULT2 2 38287 100,00 000000000000000 SPLUNKVAULT2 51.94500i 52472716411010609
PLUNKVAILT R2870 ! 00000000 FUNKVAR 19500 haddid Client IP count by host (last 24 hours) <Imago HTTP return code count by host (last 24 hours) <Im ago
6,000 10,000
Free Disk Space Metrics (last 24 hours) «Imesgo Network Interface Metrics (last 24 hours) “Imago 668 7,500
host sparkline Average % Free Space Peak host sparkiine Bytes Total/Sec Peak
B sPLUNKAVFS) 5,000 B sPLUNKAVFST
SPLUNKAVFS! MWWWWW 94163767 94 167510327383766 SPLUNKAVFS) P 5355495778 ! 361681000 2000 SPLUN, ULT1 SPLUN..ULT1
SPLUNKSQL 90 452745 90.456488266334190 SPLUNKSOL1 - ~ 12526 561577 323641 34580316989000 & sron.uir2 2,500 - 0 seuon.ur2
SPLUNKSQL2 93 634756 93.637875863056777 SPLUNKSQL2 = 18245 427995 260538 3414712 0
10.41.16.139 1 fe80-:7950 eaBc-00f6:8652%16 200 500
SPLUNKVAULTY 93354192 93 357921567223215 SPLUNKVAULTY A A 1659,316195 308211 228738795910000
SPLUNKVAULT2 93507190 93 510919845178762 SPLUNKVAULT2 3140280724 120986 98559761337000 = e
splunk App: Autodesk Vault splunk App Autodesk Vault

Search Pivot Repons Aens Dashboards

Search Pivot Reports Alents Autodesk Vauit
Autodesk Vault
Vault Dashboard Eot ~ | Moreinfo - + &
SQL DaShboa rd Edit v More Info v & & Vault Logs Top 20 Exception 3h ego Exception Count Time Chart 3hego
. . WebServiceError (8005] 200,000
SQL Server (AUTODESKVAULT) service status SQL Server Agent (AUTODESKVAULT) service status 3
host DisplayName Started StartMode State Status host DisplayName Stanted StartMode State Status g e '§
100,000
Q SQOL Server (AUTODESKVAULT) true Auto Running OK SPLUNKSQL2 SOL Server Agent (AUTODESKVAULT) true Auto Running oK g’ O iy
SPLUNKSQLY SQL Server (AUTODESKVAULT) true Auto Running OK SPLUNKSQLY SQL Server Agent (AUTODESKVAULT) true Auto Aunning  OK
DetabaséEror. [30M FriSep 19 Sun Sep 21 Tue Sep 23 Thu Sep 25
2014

splunk>  App: Autodesk vault

Search Pivot Reports Alerts Dashboards

Alert IS service stopped

Enabled: ... . ¥Yes. Disable Actions: ... Send Email. Edit
Alert Type: ... Real-time. Edit Y o] o adskvault
Trigger Condition: ....... Custom. "search State=5Stopped” in 1 minute. Edit Permissions: ...

. Private. Owned by admin. Edit
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IP Auditing
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IP Auditing in ADMS

= Modification to

<add name="ErrorCodeSwitch" wvalue="3" />

u .
b f i </listeners>
We " CO n I g B </trace>
5 H <l-— To receive general trace messages change the value to the
- 0 appropriate level. "1" gives error messages, "2V gives errors
[ | LO S Wh at fIIeS are deleted 1 and warnings, "3" gives more detailed error information, and
g 20 | "4" gives verbose trace information ——>
2 = <switches>
- - <add name="ProcessingSwitch" wvalue="1" />
. LOgS Wh at fIIeS are 5 <add name="ClientStackSwitch" wvalues="1" />

d I d d — “G t” <add name="WarningCodeSwitch" wvalue="2" />

Own Oa e - e <add name="LibraryServiceSwitch" wvalus="2" />

<add name="IndexerTraceSwitch" wvalue="2" />

<add name="ReplicationResourceTraceSwitch" wvalues="4" />
<add name="EventTraceSwitch" walus="3" />

<add name="VacuumCleanerTraceSwitch" value=v4n" />

<add name="PurgeTraceSwitch" walus="3" />

<add name="LicensingTraceSwitch" wvalue="3" />

<add name="WorkgroupReplicationTracesSwitch" walue="3" />
<add name="LogFileDeletesBooleanSwitch" valus="1"/>

<add name="LogFileDownloadsBooleanSwitch" value="1"/>

=] &y N = W RO O WD oD

. </switches>
- </system.diagnostics>

(o T 0 N o i Y Y Y N o Y Y Y 3 Y "N Y Y Y s Sl Y Y Y O S B 75 B 5

[ T % Y ' T % T % Y " N o Y T % Y % Y o T ' T % Y % Y % Y ' Y % Y % T % IO ' T % O % S %

[ T T i &
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Log File Management

* In the ADMS Console
* New log every day

= C:\ProgramData\Autodesk\Vault
Server\FileStore

* Moved by editing the
web.config file

'2/!'& AUTODESK UNIVERSITY 2015

AN -5PB1esRERSE
7 7] Yaults

7] Libraries
= 7] Management

= [

il

Console Logs

iS) Today - 6/26/2015
__EL| Archive - B/15/2015
iS] Archive - 6472015
iS] Archive - 6172015
iS] Archive - 5/28/2015
server Logs

iS) Today - 6/26/2015
iS] Archive - 6252015
iS] Archive - 62472015
iS] Archive - 6232015
iS] Archive - 6/22/2015
File Stare Logs

1= Today - 6/26/2015
iS] Archive - 6/25/2015
iS] Archive - 6/24/2015
iS] Archive - 6/23/2015

iS] Archive - 6/22/2015
Ernail Logs

= IZ:’Z'EZI Woarkgroups
# (7 File Stores

{\ AUTODESK.



Log File Management

= No maximum number by
default.

= Set maximum to save disc
space

'/k AUTODESK UNIVERSITY 2015

/

Security

Global Settings

Ddvanced Setting

L=

Setting

oom

g £

Paging

Q 9 =
R = =

A A

Impersanation

ser Marme:

Password:

Connhection

Connection Timeout;

Log File Configuration

Advanced Settings

|WIN-5F‘E1 ESRKRSEHﬂ.utheskﬂ

1000

Seconds

Lirmit the number of log files before they are recycled, Walue must

be between B and 99,

[ ] Maxirmurm number of console logs:

[ ] Maxirnurm number of server logs:

[ ] Maxirnurm number of file store logs:

(] Maxirnurm number of ernail logs:

Server Task History

Murnber of days to retain historg

“Walue must be betneen 0 and 99,

Reset Defaults

)8

Cancel

Help

{\ AUTODESK.



Backups
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What to Backup — Single Site

= All Vault databases

=  KnowledgeVaultMaster
= Vaults
= Libraries

= FileStore
= Optional:

= connectivity ADMSConsole.exe.config

= web.config
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What to Backup — Multisite AVFS

= All Vault File Stores
= Full backup of the entire filestore

= Optional: J
= Program Files Files

= Config files

Config

Backup

W AUTODESK UNIVERSITY 2015 t\ AUTODESK.



What to Backup - Connected Workgroup

Publisher

= All Vault databases (KnowledgeVaultMaster, Vaults and Libraries)
= The distribution database (AutodeskReplication)

= SQL Master and MSDB databases

= SQL Master Key

= Folder where the SQL Replication Snapshot is located

Optional:
= ADMS program files
= Vault filestore

= connectivity. ADMSConsole.exe.config and web.config
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What to Backup - Connected Workgroup

Subscriber

= All Vault databases (KnowledgeVaultMaster, Vaults and Libraries)
= SQL Master and MSDB databases
= Folder where the SQL Replication Snapshot is located

Optional:

= ADMS program files

= Vault filestore

= connectivity. ADMSConsole.exe.config and web.config

m AUTODESK UNIVERSITY 2015 “\ AUTODESK.



3 Party Backup

The software used for backup should have the following capabilities:

= A SQL server backup agent for backing up and restoring the databases.
= Restore the SQL Master and MSDB databases.

= Verify the backed up database or file.

= Work within a replicated SQL server environment.

= Send e-mail alerts to administrators. (Recommended, not required).

= Back up and restore the databases and file store with security settings.

For more information, see Using 3rd Party Tools to Backup/Restore Autodesk Vault.

'/K AUTODESK UNIVERSITY 2015 ‘\ AUTODESK.
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Single Vault Site Backup\Restore

= Restore sequence

= |nstall the Autodesk Vault server software

= |nstall of the hot fixes and/or services packs that were installed on
the original server

= Restore the databases
= Restore the file stores In there original file store location

m AUTODESK UNIVERSITY 2015 "\ AUTODESK.



Single Vault Site Backup\Restore

= Post restore steps
= Open ADMS Console to verify all databases can be seen
= Migrate databases if necessary

= Open the command prompt to <installdir>\Autodesk\ADMS
[Edition] 20XX\ADMS Console directory.
= type: Connectivity. ADMSConsole.exe -VUusername -
VPpassword —Ovalidatefilestore
= Check console log file for results
= Replace missing files from other backups
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Restoring a Publisher

= Publisher Restore
= Restore a server with the same name and SQL version as the original.

= [nstall Vault Server and apply all service packs and hot fixes as the
original server.

= Create the SQL snapshot share and apply user permissions to the share.
= Restore the Master and MSDB system databases.
= Restore the vault and library databases.

= Restore the distribution database and snap shot share location.
= The backup used for the restore should be no older than 14 days. If
older than 14 days, all subscribers will need to be reinitialized and
data will be lost.
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Restoring a Subscriber

= Subscriber Restore

Restore a server with the same name and SQL version as the original.

Install Vault Server and apply all service packs and hot fixes as the
original server.

Restore the Master and MSDB system databases.
Restore the vault databases and file store

Run a file store validation command. Restore any missing files from a
previous backup.

= The backup used for the restore should be no older than 14 days. If
older than 14 days, the subscriber will need to be reinitialized.
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Planning
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Vault Upgrade Guide

M AUTODESK UNIVERSITY 2015

\ AUTODESK’ VAULT'

TROUBLESHOOTING

INTRODUCTION TO UPGRADING VAULT like ©) (3 share 3p

In-Product View [#

This upgrade process applies to all Autodesk Vault product editions. Details are provided for releases 2009 and higher, however the
general process can be applied to all releases.

Validate SQL Vault Vault Create
Backup Server Server Clients Backup

An upgrade may mean a newer release, a higher product edition, or both. When upgrading, upgrade to the highest release first and then
upgrade the product edition.

For example, if moving from Vault Workgroup 2014 to Vault Professional 2016, first upgrade the release to Vault Workgroup 2016 and then
upgrade the edition to Vault Professional 2016.

Autodesk Vault Professional

b r

3 (au€
Autodesk Vault Collaboration (AEC) 0 e T ) ii\ AV

a \J o
Autodesk Vault Workgroup
Autodesk Vault Basic Release

2009 2010 2011 2012 2013
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Deployment Planning

AUTODESK UNIVERSITY 2015

« Microsoft \l - CPU
Windows Server e « Memory
« Microsoft SQL  Hard Drive

Server

\ Software Hardware
Requirements Requirements

Network

- Environment

Firewall
Configuration

« Replication

Monitoring

* Active Directory
« Network Quality

A\
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Process for Upgrading

Validate Create
Backup Backup
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Validate your process

= Very Important Stage
* Resolve problem before continuing

e

Test Environment Restore Backup Validate Data Migration Test yaidatoy
Complete
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Test Environment




Test Environment

= Used to practice upgrade\migration
= Upgrade timing
= Migration timing
= Quality testing
= Validate migration
= Test new features
= Test existing workflows
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Test Environment

= Similar CPU, memory and disk space

= Operating system, service packs/updates & settings
= Same SQL Server edition & updates

= Other application

{\ AUTODESK.



Migration and
Upgrading

AAAAAAAAAA



Upgrading SQL Server

= Migrate the AutodeskVault SQL instance

= Follow process in the Advanced Configuration Guide

= Update with latest supported hotfixes and service packs

Select the instance of S0L Server bo upgrade, To upgrade only Management Tools and shared features, select

"Upgrade shared Features" and then click next,

Inskance ko upgrade:

Inskalled instances:

Insktance Mame

Inskance ID

Features

Edikion

Yersion

AUTODESKEYALILT

MSSL10, 8UTODES. ..

SQLEngine

Express

10,2, 4000,0

'2/!& AUTODESK UNIVERSITY 2015
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Vault Server

< Upgrade Site >

3 or More Zugf’;qgre
Releases
1or?2
Go To:
Upgrade 3 or Verify SQL
More Releases Version

= Single Vault install for 1 or 2

releases

= Possible SQL upgrade with 3

Oor more

'/;'\ AUTODESK UNIVERSITY 2015

Install Current
Vault Server

Apply Hot Fixes

e

Migrate Vaults
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Vault Server

Upgrade 3 or
More Releases

i

Verify SQL
Version

Existing
Vault is
200X or
older?

Yes

Uninstall Vault
Server

No

') ( AUTODESK UNIVERSITY 2015

\
/

Install Vault Server
2 releases newer

= Possible SQL upgrade with 3

Oor more

Migrate Vaults

Installed
3 or more
releases
older than
final?

Apply Hot Fixes

Go To:
Single Site

{\ AUTODESK.



Upgrading Connected Workgroups

= All Subscribers must be online

= Publisher first
Site closest to SQL Server

= Other sites Iin any order

/ Workgroup \ / Workgroup \
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Migration Best Practice

Post Migration

= After the migration:
= Run a SQL Maintenance Plan (Advanced Configuration Guide)
= Run a backup
= Implement a weekly SQL Maintenance Plan
= Reorganizes indexes, shrinks the database, etc.
= Implement a scripted backup (Advanced Configuration Guide, Implementation Guide)

= Educate the customer on the importance of backing up using the ADMS Console vs. SQL
Backup tools, copying directly, etc.
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* PL5843-P: Vault GPS: Make All the Right Turns During
Your Vault Upgrade

= PL5839-P: Don't Flirt with Disaster: Create a Vault
Recovery Plan

= PL4700-V: The Nuts and Bolts of Autodesk® Vault
Replication Setup
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